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MMonoxenune

06 obecnieyenru 6€30NACHOCTH NEPCOHANBLHBIX JAHHBIX NPH HX 00paboTke B
HHPOPMALHOHHBIX CHCTEMAX NMEePCOHANBHBIX JAHHBIX

1. Hacrosiee ITonoxxenue ycranaBnuBaet TpeboBaHus K odecriedeHuio 6e30nacHoCTH
TIEPCOHAJIBHBIX JAHHBIX NTPH UX 00paboTKe B UHOOPMALIMOHHBIX CUCTEMAX [1€PCOHATBHBIX
JaHHBIX, MPEICTaBISIOLMX COO0 COBOKYNTHOCTh NEPCOHANBHBIX JaHHbIX, COJAEPKALINXCS B
0a3ax JaHHBIX, a TaKKe HHPOPMALMOHHBIX TEXHOIOTUM U TEXHUYECKUX CPEJICTB,
TMO3BOJISIOIIUX OCYIIECTBISATH 00pabOTKY TaKMX NEPCOHANBHBIX aHHBIX C UCIIOJIE30BAHUEM
CpeACTB aBTOMAaTU3aLMH (fanee - UHPOPMALIMOHHBIE CUCTEMBI ).

[Toj TeXHUYECKUMHU CPEACTBAMHU, IIO3BOJISIOIIMMU OCYIIECTBIATL 00paboTKy NepCcoHaibHbIX
JIQHHBIX, TOHUMAIOTCS CPEACTBA BEIYUCIUTENBHOMN TeXHUKH, HHPOPMALIMOHHO-
BBIYMCIIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA M CUCTEMBI Ilepeaayuy, npueMa 1 00paboTku
MEePCOHAJIBHBIX JAHHBIX (CPEACTBA H CUCTEMBI 3BYKO3aMMCH, 3BYKOYCUIIEHUS,
3ByKOBOCIPOU3BE/ICHHS, TIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOHCTBA, CpeicTBA
M3rOTOBJICHUS, THPAKUPOBAHUS JIOKYMEHTOB U APyIrHe TeXHUYeCKHe cpeacTBa 00paboTku
pedeBoii, rpadguueckoi, B1Ieo- U OyKBeHHO-UM(POBOI HHDOPMALIKMK), IPOrPaAMMHEBIE Cpe/ICTBa
(onepauuOHHBIE CHCTEMBI, CUCTEMBbI yIIpaBleHUs 0a3aMy JaHHbIX U T.11.), CPEJICTBA 3alMThI
uHpopMaLMU, TPUMEHsieMble B UH(OPMALIMOHHBIX CUCTEMAX.

2. be30onacHOCTh NePCOHAbHbBIX JAHHBIX JOCTHIAETCS IyTEM UCKIFOYEHUS]
HECAHKIHOHMPOBAHHOTO, B TOM YHCJIE CIy4ailHOrO, 10CTYNa K [IePCOHAILHBIM JIaHHBIM,
Pe3yJbTaTOM KOTOPOTO MOXKET CTaTh YHHUUTOXKEHUE, U3MEeHEHHe, OIIOKHPOBaHME, KOTIMPOBaHHUE,
pacrnpocTpaHeHHe TIePCOHATIBHBIX JaHHBIX, & TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBHIL.



be3omacHOCTh MEPCOHANBHBIX JAHHBIX TPU UX 00pabOTKEe B MH()OPMAIIMOHHBIX CUCTEMAaX
00ecreynBaeTcs ¢ MOMOILBIO CUCTEMBI 3aIUThI IEPCOHANBHBIX JAHHBIX, BKIIOYAOLIEH
OpraHu3alMOHHBIE MEPHI U CPEJCTBA 3aIUTH HHPOpMaLKH (B TOM YuCie MHU(YPOBaIbHbIE
(kpunTorpaduuecKue) CpeacTBa, CpeacTBa NPeIOTBPAILECHNU HECAHKIIMOHUPOBAHHOI'O JJOCTYIIA,
YTEUKH UHPOPMALIMH 110 TEXHUYECKUM KaHajlaM, TPOrpaMMHO-TEXHUYECKUX BO3ACHCTBUI Ha
TEXHUUYECKHUE CPEJICTBA 00paOOTKU NEPCOHATBHBIX JaHHBIX), a TAK)KE UCIIOIb3YEMBIE B
MH(OPMAIIMOHHON cucTeME MH(OPMAIIMOHHbIE TEXHOJIOTUU. TeXHUYECKHE U MPOTrpaMMHbIE
CpEIICTBA OJKHBI YAOBIETBOPATh YCTAHABIMBAEMBIM B COOTBETCTBHHM C 3aKOHOIaTEIBLCTBOM
Poccuiickoit @enepanuu TpeOOBaHUAM, 00ECIEUUBAIOIIUM 3aIIUTY UHPOPMALIUU.

Jliist o6ecnieyeHust 6€30MacCHOCTH EPCOHATBHBIX JAHHBIX IPU UX 00paboOTKE B
MH(GOPMAITMOHHBIX CUCTEMaX OCYIIECTBISIETCS 3alliTa peueBoil mHpopmamu 1 nHPOpMaIUH,
0o0pabaTeiBaeMOl TEXHUYECKHMH CPEICTBAMH, a TaKke WH(OpMAIINH, TIPECTaBICHHON B BUJIE
MHPOPMATHUBHBIX dJEKTPHUECKUX CUTHAIOB, (DU3MUECKUX TMOJIeH, HOCUTENeH Ha OyMakKHOH,
MarHUTHOW, MAarHUTHO-ONTUYECKOW U MHOW OCHOBE.

3. Meroabl u criocoObl 3aUTHI HH(OPMAIMK B MTHGOPMALIMOHHBIX CHCTEMAaX
ycTtaHaBnuBaioTca denepaibHON CIyKOOU M0 TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO U
®denepanbHOii ciyx00i1 6e3omacHoctu Poccuiickoit Denepannu B npeenax ux moaTHOMOYUH.

I[OCTaTOLIHOCTI) IMMPUHATBIX MCP I10 o0ecIieyeHHI0 0€30MaCHOCTH MCPCOHAJIbHBIX TAHHBIX IIPpU
1%9,¢ 06pa60TKe B I/IH(bOpMaHI/IOHHBIX CUCTEMAX OLUCHUBACTCA IIpU IIPOBCACHUN
roCyaapCTBCHHOI'O KOHTPOJIAA U HAA30paA.

4. PaboThl 110 06ecrnieueHnt0 0€30MacHOCTH IEPCOHANBHBIX JJAHHBIX MIPH UX 00paboTKe B
MHQPOPMAITMOHHBIX CUCTEMAaX SBJISIOTCS HEOTHEMIIEMOM YacThIO paboT MO CO3aHUI0
MH(POPMAITMOHHBIX CUCTEM.

5. CpenctBa 3amuThl HTHPOPMALIUU, TPUMEHsIEMbIE B TH)OPMAIIMOHHBIX CHUCTEMAX, B
YCTaHOBJIEHHOM MOPSAAKE MPOXOAAT NMPOLEAYPY OUEHKHA COOTBETCTBUS.

6. UudopmalrimonHble CUCTEMBI KIIACCUPUITUPYIOTCS TOCYIaPCTBEHHBIMU OpPTaHAMH,
MYHHUITUTIATHHBIMUA OpPTaHaMH, FOPUANICCKUMH WU (U3UUECKIMU JINIIAMH, OPTaHU3YIOIIHUMH U
(Wnr) OCYIIECTBIISIIONIUMU 00pa0OTKY MEePCOHANBHBIX JIAHHBIX, & TAK)KE OMPEISISIONMMHU 1IeTTH
U cojiepkaHue 00pabOTKU MEPCOHATBHBIX JIAHHBIX (J1aiee - OmepaTop), B 3aBUCUMOCTH OT
o0beMa 00pabaThIBAEMBIX UMH TIEPCOHATBHBIX JAHHBIX U YTPO3 0€30MaCHOCTH KU3HEHHO
BaKHBIM MHTEpECaM JIMYHOCTH, OOIIECTBA U TOCYAapCTBa.

7. O6MeH TepCOHATBLHBIMY IAHHBIMU TIPH X 00paboTKe B MHGOPMAITMOHHBIX CHCTEMAaX
OCYULIECTBIISIETCS IO KaHaJlaM CBSI3H, 3alllUTa KOTOPBIX 00ECIIEYMBACTCS TyTEM pealn3aluu
COOTBETCTBYIOIINX OPraHU3allMOHHBIX Mep U (WJIH) MyTeM NPUMEHEHUS TEXHUYECKUX CPECTB.

8. Pasmemenne nHPOPMAITMOHHBIX CUCTEM, CHIEI[HAIBHOE 000PY/I0BaHUE U OXpaHa MOMEIICHUH,
B KOTOPBIX BeIETCSl paboTa ¢ MepCOHANbHBIMU JIAHHBIMU, OPraHU3aIUs pexKuMa o0ecreyeHus
0€30MaCHOCTH B 3TUX MOMELIEHUSX TOJKHBI 00ECIIeYnBATH COXPAHHOCTh HOCUTENEH
MEPCOHAIBHBIX IAHHBIX U CPEACTB 3aIUTHl HHPOPMAIINH, a TAK)KE UCKIIOYATh BO3MOKHOCTh
HEKOHTPOJIUPYEMOTO IPOHUKHOBEHUS WM MPEOBIBAHUS B 3TUX MTOMEIIECHUSIX TOCTOPOHHUX
JINLL.
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9. Bo3moskHbIE KaHaJIbl YTEUKH MHPOPMALIMK P 00pabOTKE NEePCOHANbHBIX JaHHBIX B
MH(OPMAIMOHHBIX cucTeMax onpenenstorcs denepanbHON CIyKO0H MO TEXHUYECKOMY U
AKCIOPTHOMY KOHTpoITto U DenepanbHoit ciyk00it 6e3onacHoctu Poccuiickoit denepanuu B
Npeaenax ux MOJIHOMOYMN.

10. be3omacHOCTh NEPCOHATBHBIX JAHHBIX TPU UX 00paboTKe B MHPOPMALIMOHHON CUCTEME
o0ecrnednBaeT onepaTop WM JIUIO, KOTOPOMY Ha OCHOBaHUH JI0TOBOpA OMEpaTop Mmopyvaet
00paboTKy NepCOHANBHBIX JJAHHBIX (JaJiee - YIOJTHOMOUYEHHOE JUII0). CyIIeCTBeHHBIM
YCIIOBHEM JIOTOBOpA SIBISIETCS 00SI3aHHOCTh YIIOJIHOMOUYEHHOTO JIUIA 00ECTICUUTh
KOH(UACHIINATHFHOCTh IEPCOHANBHBIX JAHHBIX U O€30MMaCHOCTh MEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAIIUOHHON CUCTEME.

11. ITpu 06paboTKe EPCOHATBHBIX JaHHBIX B MH(MOPMAITMOHHOW CHCTEME JTIOJDKHO OBITh
00ecreyeHo:

a) MpoBEACHUE MEPOIPUATUH, HAMIPABIIEHHBIX HA MPEA0TBpPALIEHUE HECAHKIIMOHUPOBAHHOTO
J0CTyNa K MEPCOHANBHBIM JTAHHBIM U (WJIK) Nepeadn UX JMaM, He UMEIOIUM IpaBa A0CTyna
K Takoi uHpopmaImy;

0) cBoeBpeMEHHOE 0OHapyKeHHe (PaKTOB HECAHKIIMOHUPOBAHHOIO JIOCTYNA K MEPCOHAIbHBIM
JaHHBIM;

B) HEJIOMYIIICHUE BO3JICHCTBUS Ha TEXHUUECKHE CPECTBA aBTOMAaTU3UPOBAHHON 00pabOTKH
NEPCOHAIBHBIX JaHHBIX, B PE3YJbTaTe KOTOPOrO MOXKET ObITh HAPYIIEHO UX
(GYHKIIMOHUPOBAHME;

') BOBMOXXHOCTb HE3aMEJIUTEIbHOTO BOCCTAHOBIICHUS IEPCOHATBHBIX JAaHHBIX,
MOANGUIIMPOBAHHBIX WU YHUYTOKEHHBIX BCIICJICTBHE HECAHKITMOHUPOBAHHOTO JIOCTYyTA K
HUM;

1) TIOCTOSTHHBIA KOHTPOJIb 32 00ECTIEYeHHEM YPOBHS 3alIUIIICHHOCTH MTEPCOHANBHBIX TAHHBIX.

12. MeponpusiTus 1mo ooecreueHrno 6€30macHOCTH NMePCOHANBHBIX JAHHBIX IIPH UX 00paboTKe
B MH()OPMAITMOHHBIX CUCTEMaX BKJIIOYAIOT B CEO0s:

a) ompejeneHue yrpo3 0€301macHOCTH MePCOHATBHBIX JAHHBIX IIPU UX 00paboTKe,
dbopMupoBaHuEe HA UX OCHOBE MOJIEIH yIPO3;

0) pa3paboTKy Ha OCHOBE MOJICIIH YTPO3 CUCTEMBI 3alIUThHI ICPCOHAIBHBIX JaHHBIX,
obecTieurBaIOIeH HEHTPATH3AIIUIO TTPEATI0IAraeéMbIX YIPo3 ¢ UCIOIB30BaHUEM METOJIOB H
C1toco00B 3aITUThI IEPCOHAIIBHBIX JAHHBIX, MPETYCMOTPEHHBIX JIJIT COOTBETCTBYIOIIETO Ki1acca
MH(POPMAIIMOHHBIX CHCTEM;

B) IPOBEPKY TOTOBHOCTH CPEJICTB 3aIIUTH HHGOPMAIIMH K UCTIONB30BAHUIO C COCTABICHUEM
3aKIIFOYEHUN O BO3MOYKHOCTH UX JKCIUTYyaTalllH;

') YCTAHOBKY ¥ BBOJ| B SKCIUTYaTaIlMIO CPEJCTB 3alIUThl HHPOPMAIUU B COOTBETCTBUU C
JKCIUTyaTallHOHHOM ¥ TEXHUYECKOW JTOKYMEHTAUEH;
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1) 00y4YEHUE JINII, UCTIONB3YIOLIUX CPEACTBA 3AIUTH HHPOPMaLUU, TPUMEHSIEMBIE B
MH(OPMAIMOHHBIX CUCTEMAaX, ITpaBUiIaM pabOThl C HUMU;

€) Y4ET IPUMEHSAEMbIX CPEJCTB 3aIUThl HHPOPMALIUH, FIKCILUTYaTALIMIOHHON U TEXHUYECKOU
JNOKYMEHTALIMM K HUM, HOCHUTEJIEH NTEPCOHAIIBHBIX TaHHBIX;

) Y4eT JIuL, JONYIIEHHbIX K pa00Te C NepCOHANBHBIMU JaHHBIMU B HH(POPMALIMOHHOMN
CUCTEME;

3) KOHTPOJIb 32 COOJIIOICHUEM YCIOBHI MCTIOIB30BaHUS CPEICTB 3alUThl UH(POpMALUH,
MPENYCMOTPEHHBIX IKCILUTYAaTAlMOHHOW U TEXHUYECKON TOKYMEHTALMEH;

1) pa30MpaTeNbCTBO U COCTABICHUE 3aK/IIOUEHUH M0 (paKTaM HECOOII0IEHUS YCIOBUM
XpaHEHUs HOCUTEJIEH MepCOHANbHBIX TAHHBIX, UCTIOIB30BaHUSI CPEJCTB 3aIUTHl HHPOPMAIIUH,
KOTOpBIE MOT'YT NMPUBECTU K HAPYIICHUIO KOH(PUIESHIIMATBHOCTH MEPCOHANIBHBIX TAHHBIX WU
JAPYTUM HapyLICHUSIM, IPUBOISIIUM K CHUKEHUIO YPOBHS 3aILMILEHHOCTH NIEPCOHAIBHBIX
JaHHBIX, pa3pabOTKy U MPUHATHE MEP O MPEAOTBPAIIEHUIO BOZMOKHBIX OMACHBIX
MOCJIEJICTBUHN TTOJIOOHBIX HAPYIICHUM;

K) OIMMCAHUC CUCTCMbI 3allIUTHI IICPCOHAJIBHBIX TadHHBIX.

13. J1ns1 pa3paboTKU U OCYILECTBIEHUSI MEPONIPUATHI 110 00ECIIEUeHUI0 O€30MaCHOCTH
NEPCOHATBHBIX JAHHBIX MPHU UX 00paboTKe B MHGOPMAIIMIOHHON CUCTEME ONEPATOPOM HIIH
YIIOJTHOMOYEHHBIM JINLIOM MOKET Ha3HA4aThCsl CTPYKTYPHOE NOApa3IeIeHUE WIN
JOJHKHOCTHOE JIMIO (paOOTHHK), OTBETCTBEHHBIE 3a 00ecneueHrne 6e30MacHOCTH
NIEPCOHATBHBIX JaHHBIX.

14. JIua, 1OCTyn KOTOPBIX K MEPCOHAIBHBIM JIaHHBIM, 00pabaThIBa€MbIM B HH(OPMAIIMOHHON
cCUCTEME, HEOOXOIUM TSI BBITIOJTHEHHSI CITYKEOHBIX (TPYIOBBIX) 00S3aHHOCTEH, TOMyCKAIOTCA
K COOTBETCTBYIOIIUM MEPCOHAIBHBIM JAHHBIM Ha OCHOBAHUM CIIUCKA, YTBEPKICHHOTO
OMEPATOPOM WM YIIOJTHOMOYEHHBIM JIUIIOM.

15. 3ampocsl noiabs30BaTeNnet HHGOPMAITMOHHONW CHCTEMBI Ha TIOJYYCHUE TTEPCOHATBHBIX
JAHHBIX, BKJTIOYAs JIUII, YKa3aHHBIX B MyHKTe 14 HacTosmero [Tomoxenus, a Takxke GhakThl
MIPEIOCTABJICHUS IEPCOHAIBHBIX JTaHHBIX 110 3TUM 3aIIPOCaM PETUCTPUPYIOTCA
aBTOMATU3WPOBAHHBIMH CPEJICTBAMU WH(OPMAITMOHHON CUCTEMBI B JIEKTPOHHOM KypHAJIe
oOpamiennii. ConepkaHue dJIEKTPOHHOTO KypHaia 0OparieHni mepuoandecK MpoBepseTCs
COOTBETCTBYIOIIMMH JTOJDKHOCTHBIMH JTUIIAMU (PaOOTHUKAMHU) OTIEpaTopa Ui
YIIOJTHOMOYEHHOTO JTUIA.

16. [Ipu oOHapy»)eHUH HApYUIEHUN MOPSAKA MIPEIOCTAaBICHHS IEPCOHAIBHBIX JAHHBIX
ONepaToOp WIM YIOJIHOMOYEHHOE JINIIO HE3aMEIUTEIBHO MPUOCTAHABIMBAIOT MTPEIOCTABICHNE
MEPCOHATBHBIX JJAHHBIX MOJIB30BATENISIM HH(GOPMAIIMOHHON CUCTEMBI JI0 BBISBJICHUS TPUYUH
HApYLIEHUI U YCTPAHECHUS 3TUX IIPUYHH.

17. Peanuzanus TpeboBaHuii mo obecreyeHno 0€30MacHOCTH HHPOPMAIUU B CPEICTBAX
3aIUTHl MHPOPMAIIMU BO3JIaraeTcs Ha UX pa3pabOTUYUKOB.

B otHOmeHnnu pa3paboTaHHbIX MHUPPOBATBHBIX (KpUOTOrpadUuecKrx) CpeICTB 3alUThI
nH(popMalK, NpeIHa3HAUYCHHBIX JJIsI 00ecTieueH s 0€30MaCHOCTU MEPCOHATIBHBIX TAHHBIX MTPU
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ux 00paboTKe B UHPOPMALMOHHBIX CUCTEMAX, IPOBOJIATCS TEMATHUECKHUE UCCIEOBAaHUS U
KOHTPOJIbHBIE TEMAaTHUECKUE MCCIIEIOBAHUS B LIEJISX MPOBEPKU BBIIIOJIHEHHS TPEOOBAaHUH 1O
6e3onacHocTy nHpopmanuu. [Ipu 3TOM oA TEMATUYECKUMH UCCIEIOBAaHUSAMU MTOHUMAIOTCS
KpUnTorpadguyeckue, NHXEHEPHO-KPUNITOIpapUUECKUe U CIeLMAIbHBIE UCCIIEIOBAHUS CPEJCTB
3aIUThl HHPOPMALIUU U CHIEUaTbHbIE PA0OTHI C TEXHUYECKUMHU CPEACTBAMU
MH(OPMAIMOHHBIX CUCTEM, a MOJ KOHTPOJIbHBIMU TEMATUYECKUMU UCCIIETOBAHUSIMH -
NEePUONYECKU TPOBOJUMBIE TEMATHUYECKUE UCCIIEI0BAHUS.



